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PLANNING DOCUMENT ONLY 
DD Form 254, Deparunent of Defense Contract Security Classification Specification 
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Item 13, SECURITY GUIDANCE (Continued) 

i. The contractor shall develop, implement, and maintain a facility level OPSEC program to protect classified and 
sensi tive unclassified information to be used at the contractor facility during the performance of this contract. 111e 
OPSEC requirements may be included in the contractor's Standard Practice Procedures (SPP) or Technology Control 
Plan (TCP), whichever is more applicable. 

j. Contractor will incorporate security procedures to mitigate risks associated wirh wireless devices in areas where 
employees are working with classitied info rmation and/or where classitied discussions may be held. Such 
countermeasures may range from ensuring wireless devices are turned off or not used in classified areas to. in some 
cases, not permitting devices in the area. 



"FOR OFFICIAL USE ONLY" (FOUO) INFORMATION 

The "For Official Use Only" (FOUO) marking is assigned to in fo rmation at the time of its creation by a 
DoD Agency. It is not authorized as a substitute for a security classification but is used on official 
government information that may be withheld from the public under Exemptions 2 through 9 of the 
Freedom of Information Act. 

Use of this designation does not mean that the information cannot be released to the public, only that it 
must be reviewed by the government prior to its release to determine a significant and legitimate purpose 
is being served by withholding this information or any part(s) of ir. 

An unclassified document containing FOUO information wi ll be marked "'For Official Use Only" 
(FOUO) at the bottom of the front cover (if any), the first page, each page containing FOUO in formation, 
back page, and outside back cover (if any). If a document is c lassified, and a page contains both 
classified information and FOUO information, the document will carry the highest classification 
contained on each page and where a paragraph/portion is only FOUO, that paragraph/portion wi ll be 
marked as such. 

Removal of the FOUO designation can be accomplished only by the originator or other competent 
authority . This information may be disseminated by contractors to their employees and subcontractors 
who have a requirement for the information in connection with a contract. 

During working hours, FOUO in formation shall be placed in an out-of-sight location if the work area is 
accessible to persons who do not have a need for the information. During non-working hours, the 
information shall be stored to preclude unauthorized access such as a locked desk or locked file cabinet. 
When FOUO information is no longer needed, it may be disposed of by tearing, shreddi ng, etc. which 
precludes reconstruction. 

FOUO information may be transmitted by regular US Postal Service mail or US commercial express mai l 
services authorized for unclassified material. The transmission of FOUO material by regu lar telephone or 
e lectron ic mail is discouraged unless absolutely necessary in the performance of the contract and is time 
sensitive. Electronic transmission of FOUO information, e.g., voice, dar.a or facsimi le, e-mail, shou ld be 
by approved secure communications systems or systems utilizing other protective measures such as 
Public Key Infrastructure (PKI), when practical 

FOUO material is not to be placed on Non Government World Wide Web sites or any site that is 
accessible to the general public. FOUO information may be transmitted over telephone lines in digital 
form such as fax machines or telecopiers . 

The unauthorized disclosure of FOUO information does not constitute a security violation; however, the 
originator or User Agency wi ll be informed of the disclosure . The unauthorized disclosure of FOUO 
information that is protected by the Privacy Act may result in the crirmnal sanctions under that statute. 

Additional guidance is available by contacting the User Agency Security Office. 

ATTACHMENT (J) 



Vendor Integrity Statement for Software 

l . DESCRIPTION 

The Vendor Integrity Statement for software shall be a written and signed contractor certification that a ~ures 
that each contracto r-developed software item delivered to the Governme nt has been examined according to 
National Industrial Security Program Operating Manual (NISPOM), paragraph 8.302. In addition. any 
Government-authorized public domain (Open Source) software products and other software products with 
limited or no warranty, such as those commonl y known as freeware o r hareware, shall be subject to the 
examination and certification described herein and included as part of the VIS when integrated into the trai ner. 
The results of the examinations must indicate that the software has no elements that might be detrimental to the 
secure operation of the resource operating system. Elements detrimental to the secure operation include: 

a. Ma licious cod~ 
b. Trojans, worms, logic bombs, and other computer viruses 
c. Backdoors 
d. Buffer overflows or memory leakage 

e. Ad-ware, Spy-ware, or web bugs that have the abi lity to track user behavior 
f. Code that permits functions that are beyond the actual public ized intent of application capability 
g. Software that will not function properly with the operating sy tern configured securely 

2. BACKGROUND 

DoDI 8500.2, Information Assurance (lA) control DCAS-1 requires the acquisition of all [A and !A-enabled 
InformatiOn Technology (fT) products that are Commercial item!. (per FAR Part 2. 10 I), be limited to product~ 
that have been eva luated or validated through one of the fo llowmg sources- the lnternational Common Criteria 
(CC) for Information Security Technology Evaluation Mutua l Recognition Arrangement, the National lA 
Partnership (NIAP) Evaluation and Validation Program, or the Federal Information Processmg Standards (FIPS) 
validation program. Paragraph 4.18 of DoD 8500. J requires that !A-enabled IT products incorporated into 
Department of Defense (DoD) information systems be configured in accordance with DoD-approved security 
contigurati on gu1de lines. 

3. CONTENT AND FORMAT 

The Vendor Integrity Statements for trainer application software shall consist of the foll owing certification, 
dated and signed by an authorized representative of the contractor, on company letterhead: 

TO: NA V AIR Orlando 
RE: Vendor Lntegnty Statement for Software for Device XXXX:X, under Contract N61 339- XX-X-XXXX 

I certify that for xxxx oftware (li st all developed and public domain oftware items or attached a li t), version 
xx, there are no e lements that might be detrimental to the secure operation of there ource ope rating system. 
The software runs w1th the operating system configured per contract reqUirements. 

Company Re presentati ve 

Attachment ( 2 ) 



TEMPEST REQUIREMENTS QUESTIONNAIRE 
(FOR CONTRACTOR FACILITIES) 

1. This TEMPEST Requirements Questionnajre (TRQ) must be completed and sent to the 
contracting authority and the Certified TEMPEST Technical Authority (CTTA) within 30 days 
after contract award for all contracts where National Security Information (NSI) will be 
processed and the requirements of item 13 of the DD Form 254 have been met. 

2. The prime contractor cannot pass TEMPEST requirements to subcontractors. Subcontractors 
must submit a Contractor TRQ prior to processing. 

3. The TRQ is for information collection only. It is not a directive or an implied requirement, 
nor is it an encouragement to procure TEMPEST equipment or any type of shielrung for use on 
this contract. DO NOT initiate any changes to equipment of facilities for TEMPEST unless it 
has been recommended by the CTIA and specifically directed by the contracting authority. 

4. The contracting authority will not issue any directives concerning TEMPEST until after the 
contractor submitted TRQ has been evaluated by the CTI A and resulting recommendations 
received. To fully evaluate the TRQ, the CTT A may request additional information concerning 
the facility, its physical control, the equipment which will be used to process NSl, etc. 

5. The contractor shall ensure compliance with any TEMPEST countermeasure (s) specificall y 
directed in writing by the contracting authority. 

6. Please provide the information requested in paragraphs 7 through 20 and return to the 
contracting authority identified in item J 6 of the DD Form 254 and to the CTT A at : 

COMMANDING OFFICER 
SPA W ARSYSCEN 
CODE723 
P.O. BOX 190022 
NORTH CHARLESTON SC 29419-9022 

7. Provide the name, address, position title, and phone number (at the facility where classified 
processing will occur) of a point of contact who is knowledgeable of the processing 
requirements, the types of equipment to be used and the physical layout of the facility. 

8. Provide the specific geographical location, address, and zip code, where classified processing 
will be performed. 

9. \Vhat are the classification level (s) of material to be processed/handled by electronic or 
electromechanical information system (s) and what percentage is processed at each level? 

10. What special categories of cJassified information are processed? 

A TI ACHMENT ( 3 ) 



11. Is there a direct connection (wireline or fiber) to a Radio Frequency (RF) transmitter (s) 
located either locally or at a remote site? 

12. Are there any RF transmitters located within 6 meters of the system processing NationaJ 
Security Information or the system's RED signal lines? 

13. Describe how access is controlled to your facility including the building, compound, plant, 
property, and/or park.ing Jots. Where are visitors first challenged/identified? Include controls 
such as alarms, guards, patrols, fences, and warning signs. Provide a simple block diagram of 
the equipment, the facility and the surrounding areas. The diagram (s) should extend out to the 
nearest uncontrolled area on each side of the facility, such as a military base perimeter, plant 
property line, conunercial building or residential area. 

14. Are there other tenants in the building who are not U.S. department/ agencies or their agents? 

15. Are there any known foreign business or government offices in adjacent buildings? 

16. Provide the make and model number of all equipment used to process, transfer or store 
classified information. Include computers, peripherals, network servers, network hardware, 
multiplexers, moderns, encryption devices (COMSEC), etc. 

17. Have on-site TEMPEST tests been conducted on any of these equipment (s )? If so, which 
ones? When was the test (s) conducted? Who conducted the test (s)? Have all deficiencies (if 
any) been resolved? 

18. Has a TEMPEST Facility Zoning test been conducted? If so, who conducted the testing and 
when? 

19. Is this company foreign-owned or controlled? If so, what is the country? 

20. Provide name, code, telephone number, and address of the Contracting Officer's 
Representative, the contract number and the sponsoring command. 
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